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Current status and future issues on Formal Method
activities of IPA SEC

Shuichiro Yamamoto'

Abstract

IPA/SEC established an investigation group on the dependable system development technology in 2007. We have
continuously discussed how to promote industrial application of Formal Method these 3 years in collaboration

with members from Japanese industry, academia and SEC.

In this article, 1 will introduce an overview of the

activity and future issues to deploy Formal Method into Japanese industries.
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Towards Building a Body of Knowledge on Formal
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Formal Methods have been gaining attention as a development method for assuring reliability and safety of
information systems. However formal methods comprise of a wide variety of formal languages/notations and
verification methods and their best practices have not been established yet. In addition to this, the curricula have
not been standardized due to lack of a body of knowledge. This paper will give an overview on an initiative to
build a body of knowledge on formal methods (FMBoK) and touches on its vision including its goal and working
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On Model Checking Body Of Knowledge 2008

HiDEAKI NISHIHARA

Activities on modelchecking training for engineers are discussed. The Activities are in col-
laboration with NII, JAIST, KEPCO, MPS, and CVS/AIST. Training courses managed by
authors are reviewd and evaluated. Next, a foundamental document of model checking called
Model Checking Body Of Knowledge 2008 is introduced.
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2. Key to succeed
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4. Modeling framework
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6. Summary
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1. Background

®CC evaluation experience (for smartcard)

— (1) Smartcard “Xaica-alpha” for JUKI-card, EAL4+, DCSSI (France),
CC v2.1, 2005

— (2) Smartcard “Xaica-alpha 64K” for e-Passport, EAL4+ (includes
ADV SPM.3), CC v2.3, DCSSI (France), 2007

®\Why Formal methods?

— Technical challenge as R&D
— Establish high quality security development

-3- Copyright© 2010 NTT DATA Corporation
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2. Key to succeed

®Preparation:

— Understanding of ADV_SPM.3, AIS 34
— Study of Formal methods

— Technical Approach
e Scope of modeling
e Choice of tool (to modelize and prove)
e Step toward the goal
— Draw up a project
e Milestone scheduling
e Team formation

— Negotiation with Certification Body, ITSEF

e Tool choice, Approach, Modeling scope, Interpretation of CC requirements,
.. etc

-4- Copyright© 2010 NTT DATA Corporation
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2. Key to succeed

®Technical approach
— Scope of modeling
— What we verify?
— How we prove?
— Step toward the formal modeling and verification

®Project management

— Team formation (Developer, ST author, Formal modeler)
Especially, “Bridge person” is required.

— Formal Method Education

lintavrnal DAaviiAawvas
- IHitciiial nNcvicvy

— External Meeting/Review with ITSEF, CB

s Copyright© 2010 NTT DATA Corporation
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2. Key to succeed

®nternal Review (in detail)

ST —
TOE N MT %EI | Fh(n)r?ai' " Model ¢ "
Design — ode ode odel is correct, = =
from ST, TSP =
TOE | ] (Abstract Model)  (Model Works on Tool) and CC requirement L
Implementation points of view o o

O
s 4/

ST author
/ _ \ O /Mode/ IS correct, from\
Model is correct, from TOE Oo o O O formal and /Ogica/
design and
implementation points of Developer Formal modeler
view NTT. e

-6- Copyright© 2010 NTT DATA Corporation
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2. Key to succeed

®External Review (in detail)
ST ]
TOE Formal
TOE > —>
. — | Model Model
Design
TOE (Abstract Model)  (Model Works on Tool)
Implementation
C . .
5 O Model satisfies requirements of
Sponsor ADV _SPM.3 as well as A1S34
BETa ..:::.. K j
¢ Y%
Recommends; ITSEF o O Qf
- Apply AIS34 CB - AIS34 as interpretation
- Understand the % % | - Formal method tool
Formal method tool, - b bt could be applied
approaches and models /

\_

o /

-7 Copyright© 2010 NTT DATA Corporation

26



Grace Symposium - Formal Method Workshop

® Approach overview (and why SPIN/Promela?)

[4] Formal TSP modeling

Stepl. TSP definition
Step2. Transform to State transition model

0 e

Step3. Risk definition

riski= € B

Step4. Implementation and verification
Riskl Risk2

l-*llll II

a—>c—b
Il.l—»l I l

Copyright © 2007 NTTDATA Corporation

8" |CCC Presentation, Naohisa Ichihara, NTTDATA (2007)
8- Copyright© 2010 NTT DATA Corporation
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3. Modeling

NTT
DaTa

Security Target
(ST)

— TOE Model —> Formal Model

-9-

28
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Security Target
(ST)

TOE Security Policies

TOE Model Formal Model

Intended Usage

Invariant conditions as for security

e.g. “Datal is only accessible by Userl’,
“Admin authentication is available only in the INITIAL MODE’,
“Once Key3 Is used for successful authentication, it is locked”’; ...

Security Problem
definition

Security Objectives

Security Functional

Requirements

Business scenario, assumptions and threat
e.qg. “the User can change his profile Data (DataZ2) after

PIN verification”, “As a threat, an attacker may try to

get Datal’; ...

~

o7

Design Documents

it

TOE implementation

Product behavior definition (REQ, design)

and implementation,
addressing above Security problems & policies

/
~N

J

-10- Copyright© 2010 NTT DATA Corporation
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Security Target
y 'arg TOE Model
(ST)
TOE Security Policies Verification formuld
Intended Usage Environment Modelf
Users
Threats .
Scenario
Security Objectives
TOE Model
Secyrity Functional Requirenfents Initial status
Resources
TSFs/FSP/HLD/LLD
Interface
Behavior
TOE implementation

Formula model
to be verified

(transformed from
invariant conditions )
_/

Definition of users
and scenarios,

(transformed from
business scenario,
assumptions and threat )

TOE model definition
(transformed from

Resources

> >
o= o

| Interface |

-

~

security design/implementation)

/

~1- Copyright© 2010 NTT DATA Corporation
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Security Target
(ST)

o ——————— — — — — — — — — — — — — — — — —_ — — — — — — — — — — —_ — — — e — — e — — — — — — e — — — — — — — — — — — — —— —— —— — —— — — — — — —— —— — —

/ \
/ Environment Model l R/W TOE )
DEENE TOE Model

@ Admin @ Cardholder @ Unknown ode

(knows Key1) (knows Key2) (knows nothing)

TOE Model Formal Model

Command Behavior Initial status
""" ,/@ N I
‘ © o | =——>|— Resources
/ ( Getbata ) | RAM

Authentication flag

Command1

Command2

A

Cunns i Fla~

CACLULuI I IQU

Response hange Ref Datg EEPROM
Y, ier I [wee ]l

Command3 Command)

N\
Interface
v

t

Command5

Scenario

,_____________________________________.
—_—— e

O

® !

Key Data | | Application Data |

Verification fO rmul Security Attributes Security Attributes

Access right | Lock Status Access right | Lock Status

\ Error Limit |Error Counter
) /
AN /
~ ~

Copyright© 2010 NTT DATA Corporation
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Security Target

—p
(ST) TOE Model Formal Model

TOE Security Policies Verification formulgl LTL formula

*./t/
| 4
Intended Usage Environment Modell SPIN Source code
* pml
Users
Threats : Environment Model I
Scenario —
1...;.‘:5.___:‘4:"_:::_3:&1 ........... s,
Security Objectives e
TOE Model
Secyrity Functional Requirenfents Initial status
Resources
TSFs/FSP/HLD/LLD
Interface
) . Behavior
TOE implementation

13- Copyright© 2010 NTT DATA Corporation
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TOE Model »l Formal Model

#define p (changeKeySuccess == true)

. . #define g (statePhase == PHASE 2)
Verification formuld ——————————————————— > | #define r (toeUser == ADMIN)
[] (p -> (g && 1))
|
[
Environment Modell

active proctype reader writer ()
Users B e Ti inline change user()
Scenario N o T’]aﬁae‘l -t ->{ inline send command ()
e Initial definition Active proctype ic card()
TOE Model -7 B
1-- Mai ) inline command dispatch/()
- L < ain routine
Initial status /,,x‘ﬂL —{ inline veriy |
o4 |
N 7 7 8
Resources >4 z /’ _ -~ 7 Command I— inline authentication ()
L~
Interface 2 RN - .
/—, D Security Function | I1n11ne read_blnaiﬁ()
Behavior [ i L
Common functiong : inline access control ()

~14- Copyright© 2010 NTT DATA Corporation
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Hard to implement [source code

®In order to ease modeling LTL formula
* [t/
Security Verification formula SPIN Source code
Target (ST) * oml
Environment Model
Design doc

TOE Model

Security User defined model % § LTL formula
RS * [t
Target (ST) (To be tailored) § S
S 8
J’ K &
Design doc
T ‘J’ SPIN Source code
*
s source code Readymade Model .pm/

Easy to implement ] I |

Modeling framework
-15- Copyright© 2010 NTT DATA Corporation
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4. Modeling framework

NTT
DaTa

R/W Smartcard
Common Readymade User defined Readymade User defined
Verification | pattern - - - -
formula
Behavior Channel Scenario Behavior of
(additional) user
defined commands
Users - Unknown user (Intended) users -
Key known by user
Interface - (additional) user defined (additional) user
commands with or without defined commands
value with or without
value
Resources - - Environmental status Value, Error Limit
Initial - - Initial user Error Counter,
Status Initial environmental status Lifecycle status

16 COpYyrign
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5. Example (SPIN)

Confidential
(to be presented)

Copyright© 2010 NTT DATA Corporation
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6. Summary

NTT
DaTa

®As a Result

— 3 members, 2 years (including technical training)
— 0.5K steps by SPIN

®Technical approach

— Why SPIN? Easy for developer, although there is limitation...

— What we prove? TSP (= invariant conditions as for security concerns)
— How we model and implement? bactine o (cnangereysucees

#define r (toeUser ==
. - [1 (p -> (q && 1))
: Environment Madal lm TOE

s == true)
== PHASE 2)
ADMIN)

Umews.
s (DI

channel ==
z

------

]
|
F
4

[ e 3 oo e 38 W et =]

18- Copyright© 2010 NTT DATA Corporation
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®Project Management in development

— Short training for “Bridge person” (as described above)
— Team formation, especially assigning;
» “Bridge person” (from development team), who understand
— the product design / implementation (deeply)
— the security problems and security policies (so well)
— the concept of “modeling” and how to modelize
— the concept of “formal method”

* “Formal method modeler” who is an formal method expert, and
understands

— the product specification (overall)
— how to transfer the model to formal method implementation

« Either must determine and identify the security policies to be verified
— Needs to identify the critical condition of the product

— Needs to define the scope of verification in order to avoid
meaningless verification

-19- Copyright© 2010 NTT DATA Corporation
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®Smart card security

— Attack methods for IC and Smart Card are still evolving as well as IC and

SC technologies
e.g. combination of glitch with laser beams, perturbation attacks, EMA rather than SPA/DPA, ...

— IC & SC vendors, evaluators needs to follow “state-of-the-art” attacks
and countermeasures

— Important to determine if SC security design or implementation has critical
vulnerability or not, in early stage of development

(
r ' i : :
8| | Data-AP || Exe-AP AP Security Policy Total Security Policy
B > | E
§< E 2| | _Basic platform (e.g. GP)
: ) s «— | = e . .
g. < § % = Internal interface | Security Violation Administrator (interrupt)
' ~
I N o ! v
8 X 5 kernel (user mode) Dynamic MPU Manager (supervisor mode)
o A ;
! v
o ,
Atomic memory access I/F | role and lifecycle manager
raM | |E2prom| | oTP |
\. user mode

-20- Copyright© 2010 NTT DATA Corporation

39



Grace Symposium - Formal Method Workshop

NTT
DaTa

Questions?

ichiharan@nttdata.co.|p

-o1- Copyright© 2010 NTT DATA Corporation
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Approaches to Employing Formal Methods in Software Development

MASAKI ISHIGURO

While the demand of improving dependability of software is increasing in society, managers
and engineers in software development vendors are faced with difficult problems which cannot
be sovled by traditional test methods alone. Formal methods have effective features which
can cover up weakness of traditional testing. Formal methods are increasingly employed in
industry in Europe and US, it is not the case in Japan. This article aims at discussing difficul-
ties and their possible solutions in employing formal methods in industry. It also introduces
“A Guidance of Empolying Formal Methods in Sofware Development” for promoting formal

methods in industry in Japan.
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[1 1 Basic guide words and their generic meanings

Guide word Meaning
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0 2 Guide words relating to clock time and order or

sequence

Guide word Meaning
EARLY Relative to the clock time
LATE Relative to the clock time
BEFORE Relating to order or sequence
AFTER Relating to order or sequence
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On Education of Formal Methods

TOSHIAKI AOKIt

In this paper, I introduce my education activities on education of formal methods, and their

experineces.
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On Educational Activities of Formal Methods:
from Viewpoints of a Newcomer

FUYUKI ISHIKAWA?

Since 2007, the presenter has been working as a lecturer on formal specifications (espe-
cially VDM) and supervisor on graduation studies, in the Top SE program where developers
from the industry learn software engineering approaches. Meanwhile, the presenter has been
working on statistical surveys and reporting activities in international contexts, regarding the
whole picture of formal methods education in Top SE. The presenter has also given some
general, introductory talks or tutorials on formal methods.

In the panel session, the presenter specifically provides specific topics as follows.

e In the Top SE program, developers who have leant formal methods identify and taclke
their own problems, in their graduation studies. The statitics such as the ones on the
problem settings will be potential sources of interesting discussion.

e The presenter has been a young, inexperienced educator as well as an educator who has
been working on different areas (and thus prepared for the education by obtaining knowl-
edge and surveying). Such experiences will be potential sources of interesting discussion
on education of educators, different roles of educators, and so on.

(1] DTOPSEDODOODOOD 0000000 DO0O0O00, http://topse.jp/.

(2] Ishikawa, F., Taguchi, K. and Honiden, S.: How Top-Level Engineers Learn and Inves-
tigate VDM: Experiences in the Top SE Project, The 7th VDM-Overture Workshop at FM
2009 (2009).

(3] Ishikawa, F., Taguchi, K., Yoshioka, N. and Honiden, S.: What Top-Level Software En-
gineers Tackles after Learning Formal Methods - Experiences from the Top SE Project, The
2nd International FME Conference on Teaching Formal Methods (TFM 2009), pp. 57-71
(2009).

t f-ishikawa@nii.ac.jp
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National Institute of Informatics
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